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Method for Digitally Signing Document Images for Their Verification in Electronic Document
Management Systems

Abstract

The article discusses a method for digitally signing document images without
using metadata or additional files. The method is resistant to jpeg compression within
certain limits. The object of the digital signature is 8x8 pixel blocks with a discrete
cosine transform applied, which make up the jpeg file. A method to achieve
resistance to jpeg compression is to quantize (reduce the precision) the values in
the blocks so that when the signature is calculated, they remain unchanged up to a
certain compression level. The study presents a robust method for digitally signing
JPEG images that remains effective despite compression. This method is particularly
useful for verifying the authenticity of document images in electronic document
management systems without requiring extensive infrastructure or certification

processes.
Keywords: Digital Signature, JPEG, PNG, Discrete Cosine Transform.

Resumen

El articulo analiza un método para firmar digitalmente imagenes de
documentos sin utilizar metadatos ni archivos adicionales. EI método es resistente
a la compresion jpeg dentro de ciertos limites. El objeto de la firma digital son
bloques de 8x8 pixeles a los que se les aplica una transformacion de coseno
discreto, que conforman el archivo jpeg. Un método para lograr resistencia a la
compresion jpeg es cuantizar (reducir la precision) los valores en los bloques para
que cuando se calcule la firma, permanezcan sin cambios hasta un cierto nivel de
compresion. El estudio presenta un método solido para firmar digitalmente
imagenes JPEG que sigue siendo eficaz a pesar de la compresion. Este método es
particularmente util para verificar la autenticidad de las imagenes de documentos en
sistemas de gestion de documentos electrénicos sin requerir una infraestructura

extensa o procesos de certificacion.

Palabras claves: Firma digital, JPEG, PNG, Transformada de coseno
discreta.
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Introduction

An electronic digital signature (EDS), according to the law, is a complete
analogue of a handwritten signature, therefore files and reports certified by it have
full legal force (Grudtsina et al. 2022). To prevent fraud and accidental errors when
generating digital signatures, you must submit a set of documents to an accredited
certification center (Telnov et al. 2024). It serves to fully identify the future owner of
the signature and confirm the rights to own the token (Gladilina et al. 2023). The
specific list of papers depends on the type of applicant: an individual or an individual

entrepreneur, a legal entity (Yessenali et al. 2024).

Having your own electronic digital signature will allow you to remotely contact
government agencies and correspond with them (Levin et al. 2023). With its help,
you can submit applications for admission to educational institutions without
personally visiting them, sign an agreement with an employer without visiting the
latter’s office, and perform other actions (Abdullaev et al. 2023). As a result, having
a token with a signature saves time on visits to government agencies by receiving

services in a remote format (Vinichenko et al. 2021).

However, there is often a need to quickly certify a large volume of documents
that do not require a qualified electronic signature according to the law (Rybak et al.
2023), but their authenticity is very important for the organization (Mirzabalaeva et
al. 2019), for example, images of medical certificates of employees or students,
which are collected by the employer or university via transmission over the Internet
(Gurinovich & Petrykina, 2021), in particular, through instant messengers and social
networks, as well as to confirm the authenticity of documents for electronic document

management systems (Ketova & Ovchinnikov, 2024).

A digital signature is a mathematical scheme that allows you to verify the
authenticity and integrity of a document presented in digital form (Bellare &
Goldwasser, 2008). A modern cryptographic digital signature algorithm can be
applied to any digital file (Wu & Nachiangmai, 2024). Most implementations involve

creating an additional file in such a way that the original file + digital signature file is
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considered the signed document (Lolaeva et al. 2022). Many file formats, such as
PDF, support embedding a digital signature within the source file (International
Organization for Standardization, 2008). In this case, the original file with an

embedded digital signature will be considered a signed document.

However, for digital images in the two most popular formats, JPEG and PNG,
there is no scheme for storing a digital signature within the source file (Kirillova et al.
2021). Thus, there are only two options for implementing a digital signature for

image:

1. Embedding a signature into the image metadata, for example, dSIG chunks
for PNG images and EXIF metadata for JPEG images (Ermakov et al. 2022).

2. Saving a separate digital signature file in addition to the original file.

Both implementations have the disadvantage of the inability to transfer
signeddocument images through uploading to popular social networks, instant
messengers, popular image hostsites and electronic document management
systems (Safronova et al. 2023; Kenzhin et al. 2021). The reason is that they perform
transcoding of images, removing metadata. Many of them perform jpeg compression
in addition to removing metadata.ln this regard, it became necessary to create a
digital signature of the document image that can be verified after transmitting the
image through instant messengers and social networks (after jpeg compression and

removal of all metadata) (Abdullaev et al. 2023).

The goal of this work is to create a method for embedding a digital signature
into a JPEG image by modifying the image itself - adding additional pixels containing
the signature to its right side. The signature must be resistant to jpeg compression

within certain limits and used for black and white images.

Methodologies and Data

Proposed method for digital signature of document images

UNAN-Managua REICE ISNN: 2308-782X Vol. 12, No. 24, julio — diciembre 2024

REICE | 167



Method for Digitally Signing Document Images for Their Verification in Electronic Document
Management Systems

The main problem when implementing a digital signature for signing images
that is resistant to compression is the lack of a guarantee that after compression the
colors of the image pixels will remain unchanged. Therefore, an array of all pixels
cannot be used as a signature object. Also, approximate pixel values cannot be used
as a digital signature object. In this case, an attacker has the ability to change the
colors of pixels within certain limits, forming an incorrect image, without violating the

signature.

The proposed document image signature method consists of six steps
1. Calculation of an array of DCT blocks from a black-and-white source image.
2. Quantization of DCT blocks to a given value.

3. Calculation of the parity table for each DCT block. This table will allow the

digital signature to remain valid with minor changes in the DCT block.
4. Digitallysigning an array of DCT blocks using the RSA algorithm.

5. Encoding the resulting signature and parity tables into a separate image
(hereinafter referred to as: image-signature, see Figure 7, right) using a method that

gives the image-signature resistance to jpeg compression.
6. Attaching the image-signature to the initial image.

The document image signature verification method also consists of six steps:
1. Dividing the signed image into the initial image and the image-signature.

2. Decryption of data from the image-signature - obtaining a signature in a

form ready for verification and parity tables.
3. Calculation of an array of DCT blocks from the initial image.
4. Quantization of DCT blocks to a given value

5. Making amendments to DCT blocks from parity tables.
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6. Check: whether the digital signature read in step 2 matches the hash of the
DCT block array.

The method has some similarities with steganography, based on hiding data
in DCT coefficients (Awad Attaby et al., 2018; Buchanan, 2024). The coefficients are
analyzed, and the result of this analysis reveals initially hidden information - whether
the signature is valid or not. However, this method is not intended to hide information
inside jpeg images. When looking at the final image, you will see that it consists of

two parts - the image itself and its signature.

It is important to note that the digital signature must itself be an image and be
attached to the image being signed. This will make it susceptible to jpeg
compression, which will break the signature. Therefore, the signature must be

consistently readable when the image is compressed within certain limits.

Results and discussion

Creation of digital signature in accordance with the proposed method

The initial image can be either a lossless compressed image such as png or
a loss compressed image such as jpeg. The process for lossless compressed image
will be described below. The process of compressing a jpeg file differs only in the
absence of the need to calculate the DCT-block array, as it is already contained in
the file.

Step 1: Calculating the array of DCT-blocks from the initial image.

Discrete Cosine Transform (DCT) is an algorithm that transforms an image
from pixel space to frequency space, where each 8x8 pixel block corresponds to an
8x8 block of coefficients (Griffin, 2023). An example of a DCT block is shown in
Figure 1.
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52 55 61 66 70 61 64 73
63 59 55 90 109 85 69 72
62 59 68 113 144 104 66 73
63 58 71 122 154 106 70 69 REICE | 170
' 67 61 68 104 126 88 68 70
79 65 60 70 T 68 58 75
85 71 64 59 55 61 65 83

87 79 69 87 65 76 78 94

Figure 1. Discrete cosine transform of an 8x8 pixel plot

The values in the DCT block have a range from -1023 to 1023 in steps of 1.
Alarger value corresponds to a larger amplitude of the corresponding cosine function

and a larger brightness of certain pixels depending on the function.

Excluding rounding errors, DCT is a lossless transformation algorithm - the

table can be converted back to the original pixel array.

In the first step of the method, the initial image is converted into an array of
DCT blocks.

Step 2: Quantization of DCT-blocks by a given value

The second step makes the values in the DCT-blocks coarser by performing
quantizationwith a specific step. Quantization is a transformation where each value

within a DCT-block is transformed using formula (1):

, value,
value'y, = floor | ——= | X Qy, (1)
Qx,y

where Q,., is the value of quantization step from the table of

quantizationsteps.
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The method uses a variable step value depending on the location of the value
in the table: the step increases towards the lower right corner of the table. The reason
for this is that the jpeg compression algorithm introduces more distortion to values
closer to the lower right corner of the DCT block, where finer details of the image are
represented. Since we want to preserve more explicit details more accurately,
smaller quantization steps are used for values closer to the upper left corner of the
table. The value in the upper left corner has a larger step because changing it only
changes the overall brightness of the block in the final image. The used step values

are marked in Figure 2.
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Figure 2. Value of quantization step depending on the place of the value in the block

The point of quantization can be thought of as moving away from the exact
values in the block to working with ranges of values. For example, a value of 529 at
60% compression will be distorted to 521, but, with a quantization step of 10, they
will both fall within the range 520-530. Similarly, with a quantization step of 50, both
values will fall in the range 500-550. The lower value of the range is exactly the result

of quantization with a particular step, as in Figure 3.
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Before quantization:

[[ -98 -227 118 -45 72 -68 48 -24]
[-197 -165 -42 41 -2 -2 -4 -4]
[ 96 81 3 -24 -15 4 -1 6]

-28 -13 34 37 11 5 4 0]
-8 -19 -26 -13 -1 -3 -6 2]
11 14 4 -7 -12 0 5 0]
-5 -2 186 19 15 4 -1 2]
2 -4 -11 -12 -9 0 3 2]]

—_— .

After quantization:

[[-120 -250 106 -50 SO0 -80 40 -80]
[-200 -175 -50 25 -40 -40 -80 -80]
[ 75 75 0 -40 -40 o -80 0]
[ -50 -25 0 0 0 0 0 0]
[ -25 -40 -40 -80 -80 -90 -90 0]
[ © 0 @ -80 -90 0 0 0]
[ -40 -80 0 0 0 0 -90 0]
[ © -80 -90 -90 -90 0 0 0]]

Figure 3. Values in one of the DCT tables before and after quantization (quantization steps in Figure
2 are used)

The quantized blocks are not converted back to pixels and are not stored in
the final signed image. They are needed only for the step of calculating their hash. It

is the hash of all quantized blocks that is the object of the digital signature.

If the object of signature was approximate pixel values, instead of
approximate DCT values, an attacker could change them within approximation,
drawing the adversary details in the image. This work uses approximate values, not
of pixels, but of DCT blocks, changes of which by an attacker will only lead to

changes in subtle details in the image.
Step 3. Calculate the parity table for each DCT block.

When quantizing a block, it may be that some values are at or close to the
boundary of the quantization interval. For example, for quantization with a step of
10, the value 50 will be on the boundary of the intervals 40-50 and 50-60. In this
case, even a small distortion during compression can shift the value into the wrong

interval, making the signature invalid.
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In order to avoid this problem, each of the intervals determined by the

quantization step is assigned a parity, as in Figure 4.

Value in block: 40 50 60

W

Parity: 0 1 0 1

Figure 4. Parity for each value in the quantized block

For example, with a quantization step of 10, the value 51 is in the odd interval
50-60, and the value 49 is in the even interval 40-50.Together with the digital

signature, the parity of each value for each block is saved. It is stored as a single bit.

Thus, for each quantized block the corresponding parity table is calculated.
This table allows you to make corrections to the block values at the decryption stage
if the value during compression accidentally crosses the interval boundary. An

example of a parity table in Figure 5.

[[10000011]
[61011111]
[110611010]
[061060000 0]
[11111110]
[60 01100 0]
[11000010]
[61111000]]

Figure 5. Parity table for the values from the table below in Figure 3.

The table occupies 64 bits for each 8x8 pixel image area.
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Step 4. Digitally signing the hash of an array of DCT blocks using the RSA

algorithm

The array of all quantized blocks and the array of parity tables are hashed
using the SHA-256 algorithm and the resulting hash is signed with a private key
according to the RSA algorithm.

As a result of the fourth step, only two artifacts are obtained that are
necessary for signature verification: a signed hash of 2048 bits in size (using RSA-
2048) and an array of parity tables with size of 64 bits times number of 8x8 pixel

blocks in the image.

Step 5. Encoding the received signature and parity tables into a image-

signature

The signed hash and parity tables must be stored directly in the image, and

to do this they must be resistant to jpeg compression.

In order to achieve compression resistance, one of the features of the
operation of the discrete cosine transform was investigated. A DCT block is an 8x8
block of values, from -1023 to 1023. A block consisting of only maximum and
minimum values will exhibit resistance to compression, since compression of such
a block will result in only minor distortions being introduced into the values. For
example, a value of -1023 might become a value of -990 after compression.
However, its proximity to the minimum value will allow us to unambiguously consider
it the minimum value. Thus, an image composed of DCT blocks with a maximum and

minimum value will be resistant to very high compression level.

In this work, three values are used: -1023, 0 and 1023. Thus, in one value of
the DCT block in the signature image, 2.5 bits of useful information are stored. An

example of such a block is shown in Figure 6.
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written:
[[ 0
[

REICE | 175

0O 0O 000 00 0o
o O 0 00 o0 o0 0o
0O O 0O 00 0o o o
O O 0O 000 o o

Python 3.12 (dct)
Figure 6. An artificially created DCT block and its corresponding block of pixels, which will be included

in the final image-signature

Thus, encoding 64"2.5 bits into an 8x8 pixel image, all parity tables will fit into

an area occupying no more than 1/3 of the image.
Step 6: Attaching the image-signature to the initial image

After encoding, the signature image containing the signed hash and parity

tables is attached to the initial image (see Figure 7).

Makati Ganeral Hospital
3833 Passaic Street, Makati
202-302.2110

Medical Medical
Certificate Certificate

This ks to certify that the Individual known a5 Mark Abaya, has underzone a This is to certify that the Indmcual known as Mark Abaya, has undergene a
thorcugh medical exan Passaic Street, Makati on thorough medical ed at ic Street, Makati on
January5, 2018 by i from several concussion January 5, 2016 by D from several concussion
on ight eye ont eye.

The examiner has advised that, for the sake of the individuals overall health, She The examiner has advised that, for the sake of the individual's overall health, She

should be allowed absence from her company dutics for a period of 7days, should be allowed absence from her company duties for a period of 7days

fpntin

Medical Offices
Makati General Hospial neral
Huspital 202.302-2110

01-792-6388 301-792-6389

Figure 7. From left to right: initial image, digitally signed image
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The size of the signed area is always a fixed part of the image, because the
number of parity tables linearly depends on the image size, and the signed hash has

a fixed length. This step completes the signing process.
Verification of Digital Signature

The input data for the verification step is a digitally signed image compressed

by the jpeg algorithm.
Step 1: Separation of the signed image into initial image and image-signature

Since the size of the digital signature is known, dividing the images into initial

image and image-signature is trivial.

Step 2: Decoding data from the signature image - obtaining the signature ready

for verification and parity tables.

To decrypt the signature image, each 8x8 pixel segment is converted into a
DCT-block, the values of which are rounded to the nearest - "1023", "0" or "-1023".

Thus, the signed hash and parity tables are restored.
Step 3: Computing an array of DCT-blocks from the initial image.
The step is similar to the first step in signing the image.

DCT calculation is not required if the file is already in jpeg format, in this case

it is enough to read ready DCT-blocks from the file.
Step 4: Quantization of DCT-blocks by specified value

The quantization step is completely the same as the one for image signing.
The purpose of this step is to get the same quantized blocks that were in the image

at the time of signing so that the signature can be validated.
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Step 5: Correcting DCT blocks from parity tables

At the fifth step the parity tables for quantized blocks are calculated, similarly
to the signature step. However, in contrast to the similar step of signing, during
verification the tables are compared against the real values in blocks, and based on
the results of the comparison the values of blocks are corrected: those values, which
may have exceeded the boundary of their interval, because they were close to it, are

returned to their interval.

If the calculated parity of the value in the block does not coincide with the
corresponding parity recorded in the parity table in the signature, correction is

performed.

The algorithm of this correction is described by formula (2):

— Qx,y Qx,y
[Viy = Vay| > =100, +
o 2 2 D)
Viay = 0, @)
else: vy, — 5

where Q,, is the table of quantization steps, v, ,is thequantized value in the

block, 7, is the value in the block before quantization.

The formula describes the following transformation. If a value is closer to the
lower boundary of an interval, it is considered to have entered the interval by mistake
from a lower interval. The interval in the quantized table is changed to a lower
interval. If the value is closer to the upper boundary of the interval, then it is
considered to have entered it by mistake from the higher interval. The interval in the
quantized table is changed to the higher one.
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Step 6: Checking whether the digital signature read in step 2 matches the

calculated hash.

The last step is to hash the array of DCT tables and parity tables from the
signature using the same scheme as in image signing, after which the resulting hash
is compared with the one in the digital signature. A matching hash indicates that the
signature is correct. A mismatch indicates either too much compression or deliberate

distortion of the image.

Conclusion

In this paper, a method for digitally signing images in JPEG format as well as
in any lossless compression format such as PNG has been proposed. The method
is robust to jpeg compression by using quantized DCT blocks as the signature object.
The compression robustness is achieved by storing the digital signature data as an

image consisting of DCTmaximum amplitude basis functions.

The method can be used as a simplified scheme for verification of images of
documents transmitted via the Internet, in particular, via messengers or social
networks, which does not require, according to the legislation, application to

accredited certification centers.

As a perspective for the development of the method, it is possible to increase
the data density in the signature image so that it occupies a smaller part of the main
image, which is important for increasing the speed of file transfer on the Internet and

the operation of electronic document management systems.
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